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Overview & Background 

For the information of Ports,Tenants and users, owners or operators of adjacent infrastructure and Recognised Security 

Organisations (Ports). 

(Please refer to: EU Directive 2005/65/EC, ISPS Code 2004, SOLAS Chapter XI-2, Regulation 10, Irish S.I 413/2004 EC & Port Facility Regulations, and S.I. 

284/2007 EC Port Security Regulations) 

On 31 March 2004 the European Parliament and the Council of the European Union adopted Regulation (EC) No 725/2004 [4] on enhancing ship and port 

facility security. The maritime security measures imposed by that Regulation constitute only part of the measures necessary to achieve an adequate level of 

security throughout maritime-linked transport chains. That Regulation is limited in scope to security measures on board vessels and the immediate 

ship/port interface. 

 

In October 2005, the European Parliament and Council of the European Union adopted Directive 2005/65/EC on enhancing port security.  The scope of the 

Directive extends back from the Ship/Shore interface into the greater port area, with Members defining port boundaries, as any specified area of land and 

water in which the port is situated containing works and equipment designed to facilitate commercial maritime transport operations. Ports may be multi 

facility or single facility entities. 

The Regulation & Directive arrangements in ports are subject to a five year review and for the next period between 2019 - 2024, compliance by all ports and 
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port facilities is due by July 1st 2019 

 

Prior to 2014, port facilities were required to undertake separately both a Port Security Assessment and a Port Facility Security Assessment, resulting in a 

significant duplication of work.   For the 2014 – 2019 period, a “combined assessment” was completed for each port facility.  Following inspections in 

Ireland by the European Commission in 2015 and 2018, it is necessary to further modify the assessment methodology as below: 

 

 A single port security assessment (this template) is required to be completed to cover all areas of the port and this is to be submitted in SSI by the 

Port Security Officer for approval by the Marine Survey Office.  (to be uploaded in SSI under the page for the  designated “main” port facility of the 

port as agreed with the MSO).  Each port is responsible for undertaking its own port security assessment, using an approved Recognized Security 

Organization (RSO) (Ports).   Whereas the full co-operation of  tenants, owners  and operators of facilities, infrastructure, or properties within the 

port area is expected in relation to the carrying out of a port security assessment, Regulation 12(c) of the  European Communities (Port Security) 

Regulations 2007  provides  for the unlikely circumstance where this activity is obstructed or impeded and the MSO should be contacted 

accordingly: 

 

12. (1) A person who obstructs or 
impedes— 

 

 
(a) an authorised officer in carrying out a conformity check under Regulation 11, 

 

 

(b) the implementation of a port security plan or any action or training exercise taken in relation to 
it, or 

 

 
(c) a recognised security organisations in carrying out a port security assessment, 

 
 
commits an offence. 

 

 Each port facility (including the “main” PF mentioned above) will also be required to have a port facility security assessment. (see separate PFSA 

template) and this is to be submitted in SSI by the Port Facility Security Officer for approval by the Marine Survey Office.   Each port facility is 

responsible for undertaking its own port facility security assessment, using an approved RSO (Ports). 
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Port Boundary 

The definition of the port boundary has also been raised by the EC during their inspection activity in Ireland .   The European Commission considers that the 

TAPS II study1 which identifies the various parameters affecting the definition of the port boundaries and develops a methodology based on a systemic 

process for the definition of the port boundary should be taken into account. 

 

In carrying out the Port Security Assessment, the RSO (Port) in consultation with the Port Security Officer must identify the port boundary taking into 

account the TAPs II approach.  The MSO will not consider approval of a port boundary unless this approach has been undertaken. 

 

The TAPs II process consists of two fundamental checks / controls:  

 the first is aimed at defining which port facilities and essential port elements are to be considered parts of the same port, and,  

 the second is aimed specifically at defining effective port security boundaries after a comprehensive security risk analysis.  

 

The proposed methodology addresses the following steps:  

 Identification of port essential elements  

 Definition of the reference boundaries  

 Verification of the port layout and clusters of port areas  

 Identification of crossed vulnerabilities  

 Identification and verification of port security boundaries  

 

The port security assessment must also address the following: 

 identification and evaluation of important assets and infrastructure which it is important to protect; 

 identification of possible threats to the assets and infrastructure and the likelihood of their occurrence, in order 

               to establish and prioritise security measures; (including taking account of cyber security issues and the incursion of Unmanned Aerial Vehicles 

UAV’s / Drones etc.) 

 identification, selection and prioritisation of counter-measures and procedural changes and their level of 

                                                           
1
 See Annex 2 - Guidelines for the definition of port boundaries under Directive 2005/65/EC on enhancing port security and TAPs II methodology 
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              effectiveness in reducing vulnerability; and 

 identification of weaknesses, including human factors in the infrastructure, policies and procedures 

 identification of all areas which are relevant to port security 
 
 

Port Security Assessment General 
The Port Security Assessment will comprise of both a landside and waterside assessment of the port, (refer to TAPS II document for guidance)  and will 
include a risk assessment of all areas to establish potential threats to the port.  
 
Waterside assessment modules should be arranged by the PSO of the Port and involve the Harbour Master or other competent personnel. 

All completed or amended port security assessments must be uploaded onto the Safe Seas Ireland (SSI) network.  
Comments/approvals of port security assessments by the Administration will be posted via the SSI network. 
 

Brian Hogan 
Chief Surveyor 

  Irish Maritime Administration 
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Scope 
This  template will be used to assess the security of all ports as designated by the Administration. 2 

Review 
Member States have to ensure that port security assessments and port security plans are reviewed as appropriate. They shall be reviewed at least once 

every five years. Port companies are obliged to resubmit Port Security Assessments in the event of any operational or procedural changes to a port or port 

facility which affects the basis on which the assessment was completed.  e.g.  A change from ro/ ro cargo ship to ro/ro passenger ship operations would 

require a re-assessment.  

  

                                                           
2
Not required for ports receiving no more than 12 “ISPS” ship arrivals per year. 
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Glossary & Definitions 
Port:  means any specified area of land, with boundaries defined by the Minister under Regulation 3 of the European Communities (Port Security) 

Regulations 2007, in which the port is situated, containing works and equipment designed to facilitate commercial maritime transport . 

Port Boundary: the “virtual” security boundary around a port  to include not just the entire operational and legal boundary of the port, but also any 

adjacent areas, buildings, infrastructure or operations which might have a negative impact on port operation, should a security incident occur involving such 

areas, buildings, operations or infrastructure.3 

Ship/Port interface: interactions that occur when a ship is directly and immediately affected by actions involving the movement of persons or goods or the 

provision of port services to or from a ship. 

Port Facility: location where the ship/port interface takes place. This includes areas such as anchorages, waiting berths and approaches from seaward. 

Port Security Authority:  means the authority responsible for security matters in a given port as designated by the Minister.  A Port Security Authority is 

required for each port.2    A Port Security Authority may be designated for more than one port. 

Port Security Officer (PSO): A Port Security Officer shall be approved by the Marine Survey office as per Directive 2005/65 EC. Each port, where practical, 

shall have a different Port Security Officer, but may, if appropriate, share a Port Security Officer. 

Port Facility Security Officer (PFSO): the person designated as responsible for the development, implementation, revision and maintenance of the port 

facility security plan and for liaison with the ship security officers and company security officers as per Regulation 725/2004. 

Port Security Assessment: Each port security assessment shall be carried out taking into account as a minimum the detailed requirements laid down in 

Annex I of Directive 2005/65/EC. Port security assessments may be carried out by a recognised security organisation (ports). Port security assessments shall 

be approved by the Marine Survey Office. 

Security Level 1: the level for minimum appropriate protective security measures shall be maintained at all times 

Security Level 2: the level for which appropriate additional protective security measures shall be maintained for a period of time as a result  of a heightened 

risk  of a security incident 

Security Level 3: the level for which further specific protective security measures shall be maintained for a limited period of time when a security incident is 

probable or imminent, although it may not be possible to identify the specific target. 

                                                           
3
 See Annex 2 - Guidelines for the definition of port boundaries under Directive 2005/65/EC on enhancing port security and TAPs II methodology 
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Chapter 1 General Information 
  1.1 Assessment Team 
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Chapter 1- 1.1 Assessment Team 

 

 

No. 
EU 

Directive General Information – Assessment Team 

1  Date of Assessment / Survey  

2  

Name(s) of person(s) carrying 

out assessment 

 

 

 

3 Annex I 

Relevant skills and expertise 

of assessors.  

 

 

 

 

 

 

 

4  

Consultation with national 

Authorities relating to 

potential threats to port 

 

Yes   No  

Give details 
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Chapter 2 Port General Information 
 2.1 General Information & Organisational Structure 

 2.2 Port Structural and operational information 

 2.3 Tenants & adjacent users 

 2.4 Port Boundary 
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Chapter 2 – 2.1 Port General Information 

 

 

No. 
EU 

Directive General Information – Port 

5 - Name of Port  

6 - 

Port  Point of Contact name(s) & phone 

number(s) 

 

 

 

7 - 

PSO name & contact details.  Has the PSO 

an approval letter issued by the MSO? 

 

 

8 - 

Is there an alternative PSO?   If Yes, give 

details 

 

Yes      No   

9 - 

Has PSO received security training, if yes, 

give details 

 

Yes      No  

 

10 - 
Name and contact details of local Garda 

Station / Crime prevention officer 
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Board of Directors 

Security Company 
Contact 

Local crime 
prevention officer/ 

Garda representative 

Alternative PSO 
Name: 

Contact 

Port Security Officer 

Name: 

Contact: 

CEO Name: 

Chapter 2 –2.1 Organisational Structure 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

  

Identify all organisational aspects relevant to overall port 

security, Annex I  of EU Dir 2005/65 
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No. 
EU 

Directive 

General Information – Port  

12  

Size and brief description of port including 

sub areas 

 

 

 

 

13 Annex I 

No. of Berths and vessel types  

 

 

14 - Hours of opening  

15 Annex I 

Does the port handle Dangerous Goods? If 

yes, give details 

Yes      No  
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Chapter2 – 2.2 Structural & Operational Information 

 

No. 
EU 

Directive General Information – Port  

16 Annex I 

Access Points to port 

Provide photos 

 

 

 

17 - 

Have maps and aerial photos delineating the Virtual boundary as per Dir 2005/65 

EC, the Ship/Shore interface boundary as per EU Regulation 725/2004 and 

Admiralty Charts showing adjacent water approaches to the port been provided?  

 Yes   No  

18 - 

Have there been any structural or 

operational changes in the port since 

previous assessment? 

Yes   No  

If yes, give details 

 

 

19 - 

Have there been any incidents recorded in 

the port’s security log. 

Yes   No  

If yes, give details 
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Chapter 2 – 2.3 Tenants and adjacent users 
 

 

  

No. 
EU 

Directive General Information – Tenants and adjacent users 

20 Annex I 

Name(s) of Tenants 

within the port 

boundary & Contact 

details ( brief -full 

description to be 

submitted in Port 

Security Plan) 

 

 

 

 

 

 

21 Annex I 

Name any  adjacent 

facilities external to the 

Port Boundary and 

contact details (brief – 

full description to be 

submitted as appendix) 
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Chapter 2 – 2.4  Port Boundary 
Provide up to date aerial photographs, maps, drawings, plans & charts, as appropriate, outlining the delineation of the port boundary as per Dir. 

2005/65 EC4, including the port facility (ies) boundaries as per EU Regulation 725/2004.  Include Admiralty Charts showing adjacent water approaches to 

the port. 

 Provide narrative detailing how the port boundary has been established taking into account the TAPs II Methodology and identifying all areas which are 

relevant to port security, 

For Article 2.4 ports, before re-approval of the Art. 2.4 status is considered, the MSO will require clear evidence to be provided to clearly identify that 

the boundaries of the single port facility, within the meaning of Regulation 725/2004/EC, have been assessed and found to effectively cover the port in 

terms of security taking account of the TAPS II methodology. 

 

 

 

 

 

 

 

 

 

 

                                                           
4
 Refer to Annex 2 - Guidelines for the definition of port boundaries under Directive 2005/65/EC on enhancing port security and TAPS II methodology 
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Chapter 3 Port Security Assessment 
3.1 Critical Assets 

3.2 Important Assets and infrastructure 
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Chapter 3 – 3.1 Critical Assets 

 

 

 

No. 
EU 

Directive 

Critical Assets – Port 

22 Annex I 

Comment on structural 

integrity of the physical 

security measures 

e.g. fence condition, 

working lights, cameras etc. 

 

 

 

23 Annex I 

List cargo facilities, 

terminals, storage areas and 

cargo handling equipment 

 

 

 

24 Annex I 

List systems such as 

electrical distribution 

systems, radio and 

telecommunication systems, 

computer systems and 

networks 
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Chapter 3 – 3.1 Critical Assets 

 

  

No. 
EU 

Directive Critical Assets -   identify all areas which are relevant to port security. 

25 

 List utilities, power 

plants, cargo transfer 

piping and water 

supplies 

 

 

 

 

 

 

 

26 

 List bridges, railways 

and roads 

infrastructure. 
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Chapter 3 – 3.1 Critical Assets 

  

No. 
EU 

Directive Critical Assets -  identify all areas which are relevant to port security, 

27 

Annex I List security and 

surveillance equipment 

and systems 

 

 

 

 

 

28 

Annex I List any other operations 

taking place within or 

adjacent to port. 

 

 

 

 

 

29 

Annex I Identify risk variations 

based on 

seasonality/cargo etc. 
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Chapter 3 – 3.2 Identification and evaluation of important assets and infrastructure which it is important to protect 

 

  

No. 
EU 

Directive 

 

Identification and evaluation of important assets and infrastructure which it is important to protect 

30  
Prioritise list of assets and infrastructure in order of importance for protection 

using the following colour codes 

Critical High Moderate Low 

Asset / Infrastructure Operational Importance Potential for loss of life Economic consequences Priority 
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No. 
EU 

Directive 
Identification and evaluation of important assets and infrastructure which it is important to protect 

30  
Prioritise list of assets and infrastructure in order of importance for protection 

using the following colour codes 
Critical High Moderate Low 

Asset / Infrastructure Operational Importance Potential for loss of life Economic consequences Priority 
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Chapter 4 Port Risk Assessment 
4.1 Risk Assessment 
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Chapter 4 – 4.1 Risk Assessment 
 

Please provide a risk assessment of all critical assets at this point. A matrix format is acceptable. Your matrix should include the following: 

 Threat 

 Frequency  of occurrence 

 Probability  

 Level of vulnerability 

 Risk reduction measures ( The score awarded to reflect the ability of the physical, electronic, human and procedural aspects of security 
infrastructure to the port, to actually reduce risk) 

A full explanation of methodology must be provided.  

A port security assessment shall include, at least the following elements: 

Dir. 2005/65/EC Annex I 1.1-1.4 

1. Identification of possible threats to the assets and the infrastructure and the likelihood of their occurrence, in order to establish and prioritize 
security measures. 

Possible acts that could threaten the security of assets and infrastructure, and the methods of carrying out those acts, should be identified to 
evaluate the vulnerability of a given asset or location to a security incident, and to establish and prioritise security requirements to enable planning 
and resource allocation. By identifying and assessing threats, those conducting the assessment do not have to rely on worst case scenarios to guide 
planning and resource allocations. 
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The PSA should consider all possible threats, which may include the following types of security incidents: 

- Damage to, or destruction of a port or of a ship e.g. by explosive devices, arson, sabotage or vandalism 

- Hijacking or seizure of the ship or of persons on board 

- Tampering with cargo, essential ship equipment or systems or ship’s stores 

- Unauthorised access or use including presence of stowaways 

- Smuggling weapons or equipment, including weapons of mass destruction 

- Use of the ship to carry those intending to cause a security incident and their equipment 

- Use of the ship itself as a weapon or as a means to cause damage or destruction 

- Blockage of port entrances, locks approaches etc. 

- Nuclear, biological and chemical attack 

- Possibility of cluster effects of security incident 

2. Identification, guidance, selection and prioritisation of counter measures and procedural changes and their level of effectiveness in reducing 
vulnerability; and 
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3. Identification of weaknesses, including human factors in the infrastructure, policies and procedures. 

Identification of vulnerabilities in physical structures, personnel protection systems, processes or other areas that may lead to a security incident 
can be used to establish options to eliminate or mitigate those vulnerabilities. For example, an analysis might reveal vulnerabilities in a port’s 
security system or unprotected infrastructure such as water supplies, bridges etc. that could be resolved through physical measures e.g. permanent 
barriers, alarms surveillance equipment etc. 

Identification of vulnerabilities should include consideration of: 

- Waterside and shore side access to the port and ships moving in the port * 

- Structural integrity of the piers, facilities and associated structures 

- Existing security measures and procedures including identification systems 

- Existing security measures and procedures relating to port services and utilities 

- Measures to protect radio and telecommunication equipment, port services and utilities, including computer systems and networks 

- Adjacent areas that may be exploited during or for an attack 

- Existing agreements with private security companies providing waterside/shore side security services 

- Any conflicting policies between safety and security measures and procedures 

- Any conflicting port and security duty assignments 

- Any enforcement and personnel constraints 

- Any deficiencies identified during training and drills 

- Any deficiencies identified during daily operation, following incidents and alerts, the report of security concerns, the exercise of control  
measures, audits etc. 

*Refer to Waterside Assessment 
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Chapter 5 Current Port Security Measures  
 

5.1 Structural Port Security 

5.2 Procedural Port Security 
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Chapter 5 – 5.1 Structural Port Security Measures 

 

  

No. 
EU 

Directive Structural  Security Measures 

31 Annex I 

List any  areas which if 

damaged or used for illicit 

observation, may pose a risk 

to persons, property or 

operations within the port 

 

 

 

 

32 Annex I 

Brief details of any passenger 

or vehicle security 

arrangements (e.g. boarding 

cards, restricted areas, 

screening, searching) 

 

 

 

33 Annex I 

Outline security clearance 

standards, specifically “need 

to know” requirements of 

those directly involved 

 

 

 

34 Annex I 
Brief details of cargo handling 

security arrangements 
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Chapter 5 – 5.1 Structural Port Security Measures 

 

 

 

  

No. 
EU 

Directive Structural  Security Measures 

35 Annex I 

Identify all security 

infrastructure including: 

Fences, Access gates, Entry 

control points, High level 

lighting, CCTV cameras (fixed, 

tilt, IR etc.) 

 

36  
Identify CCTV storage 

locations 

 

 

37 - 
Period of time footage is 

stored 

 

 

38 - 

Comment on the protection 

of communications hub 
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Chapter 5 – 5.2 Procedural Port Security Measures 

 

 

  

No. 
EU 

Directive Procedural Security Measures 

39 - 

Is there a previously approved Port 

Security Assessment as per Directive 

2005/65 EC 

Yes      No  

 

40 - 

Is there an approved Port Security 

Plan. 

If Yes, where is it stored and what 

personnel have access? 

Yes      No  

41 Annex I 

Brief details of any existing 

arrangements with private security 

companies. 

 

42 Annex I 

Is the security company  approved in 

accordance with requirements of the  

Private Security Services Act, 2004? 

Yes      No  
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Chapter 5 – 5.2 Procedural Port Security Measures 

 

 

  

 

No. 

 

EU 

Directive 
Procedural Security Measures 

43 Annex I 

List personnel security 

systems (e.g. clearance, ID, 

alarms, types of passes) 

 

 

 

44 Annex I 

Identify which port 

personnel will be subject 

to background checks / 

security vetting 

 

 

 

45 Annex I 

How often is personnel 

security pass system 

audited? 

 

 

46 Annex I 

Is there an out of hours 

security patrol? If yes, give 

details 

Yes      No  
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Chapter 5 – 5.2 Procedural Port Security Measures 

 

 

No. 

EU 

Directive Procedural Security Measures 

47 Annex I 
Provide list of restricted areas 

within the Port 

 

 

48 - 
Provide list of assembly points  

 

49 Annex I 

List available security staff & 

additional equipment provision 

in the event of Level 2 or Level 3 

security incidents 

 

 

 

50 Annex I 

Detailed maritime security 

training to port staff and 

contractors 

 

 

51 Annex I 

Is there a system of maritime 

security drills, exercise & 

auditing in place? Details 

Yes      No  
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Chapter 5 – 5.2 Procedural Port Security Measures 

No. 
EU 

Directive Procedural Security Measures 

52 

Annex I Procedures for adapting and 

updating the port security 

assessment and plan 

 

 

53 

Annex I Procedures for protecting sensitive 

and restricted information either 

electronically or in paper form 

 

 

 

54 

Annex I Identify how measures, procedures 

and actions will be reinforced in the 

event of an increase in security level 

 

 

 

55 

Annex I Specific requirements for dealing 

with established security concerns 

such as suspect cargo, luggage, 

bunker, provisions or persons 

unknown parcels, known dangers 

(bombs), UAV’s / drones 
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Chapter 5 – 5.2 Procedural Port Security Measures 

 

 

 
 

No. 
EU 

Directive Procedural Security Measures 

56 

 Has the Port Administration taken into account the IMO  GUIDELINES ON MARITIME CYBER 

RISK MANAGEMENT.  See  

http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-

FAL.1-Circ.3%20-

%20Guidelines%20On%20Maritime%20Cyber%20Risk%20Management%20(Secretariat).pdf  

 

 

57 

 Are measures in place for protecting electronic operational systems, security pass systems, 

records etc 

 

 

 

58 

 Are port staff trained in cyber security awareness?  

 

 

    

http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-FAL.1-Circ.3%20-%20Guidelines%20On%20Maritime%20Cyber%20Risk%20Management%20(Secretariat).pdf
http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-FAL.1-Circ.3%20-%20Guidelines%20On%20Maritime%20Cyber%20Risk%20Management%20(Secretariat).pdf
http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-FAL.1-Circ.3%20-%20Guidelines%20On%20Maritime%20Cyber%20Risk%20Management%20(Secretariat).pdf
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No. 
EU 

Directive 

Identify  measures at Security Level 1 encompassing Directive 2005/65  

(the level for which minimum appropriate security will be maintained at all times) 

Ensure the information provided is concise and factual. 

List deficiencies and breeches in respect of each 

measure. 

59  
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No. 
EU 

Directive 

Identify additional  measures at Security Level 2 encompassing Directive 

2005/65   

(the level for which additional security measures shall be maintained for a period of 

time as a result of heightened risk) 

Ensure the information provided is concise and factual. 

 

60  
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No. 
EU 

Directive 

Identify further additional measures at Security Level 3 Directive 2005/65   

(the level for which further specific measures shall be maintained for a limited 

period of time when a security incident is probable  or imminent although it may 

not be possible to identify the specific target) Ensure the information provided is 

concise and factual. 

List deficiencies and breeches in respect of each 

measure. 

61  
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Chapter 6 Port Waterside Assessment 
6.1 Overview 

6.2 General Information 

6.3 Assets & infrastructure  
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Overview  
The waterside assessment should cover all waterside access extending from approaches, channels and anchorages, including each facilities ship/shore 

access, details of all relevant assets including vessel traffic monitoring hubs. 

A risk analysis should be included in the waterside assessment, identifying threats, frequency, probability, level of vulnerability and risk reduction measures.  

A matrix format is acceptable, a full explanation of methodology must be provided. 
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Chapter 6 – 6.2 Waterside General Information 

 

 

 

 

 

No. 
EU 

Directive Waterside Assessment General Information 

62 

Annex I Provide a brief description 

of the overall area involved 

 

 

 

63 

Annex I List anchorages, channels, 

manoeuvring & berthing 

areas 

 

 

 

64 

Annex I Brief description of port and 

individual port facilities 

adjacent water approaches. 

Provide photos as 

appropriate. 
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No. 
EU 

Directive Waterside Assessment General Information 

65 

Annex I List Port vessel traffic 

management systems & 

aids to navigation 
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Annex I List port service vessels 

including pilot boats, tugs 

& lighters etc. 
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Chapter 6 – 6.3 Waterside assets & infrastructure 

 

No. 
EU 

Directive 

 

Important assets and infrastructure 

67  
Prioritise list of assets and infrastructure in order of importance for protection 

using the following colour codes 

Critical High Moderate Low 

Asset / Infrastructure Operational Importance Potential for loss of life Economic consequences Priority 

     

     

     

     

     

     

     

     

     

     



Port Name  Date Issue No 

 

46 

 

 

No. 
EU 

Directive 

 

Important assets and infrastructure 

67  
Prioritise list of assets and infrastructure in order of importance for protection 

using the following colour codes 

Critical High Moderate Low 

Asset / Infrastructure Operational Importance Potential for loss of life Economic consequences Priority 
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Waterside Risk Analysis 
Please provide a risk analysis identifying threats, frequency, probability, level of vulnerability and risk reduction measures.  

A matrix format is acceptable, a full explanation of methodology must be provided. 
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Maps, Photos & charts of water approaches, berths, anchorages and manoeuvring areas. 
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Chapter 7 Identification of Vulnerabilities & Recommendations  

 

Identification of vulnerabilities & Recommendations 

No Area/Topic Recommendation 
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Identification of vulnerabilities & Recommendations 

No Area/Topic Recommendation 
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Checklist 

Name of Port:    Date:   Issue Number:  

Port Security Plan  Security personnel  Physical security  

Communications systems  Lighting  Navigation systems  

Port operations  Infrastructure and services  Stores  

Intruder alarm systems  Designated port area  Security levels 2 & 3  

CCTV systems  Restricted areas  PSO Approval from MSO  

Access control systems  Water approaches and patrols  Cluster Effects considered  

Security patrols and manning  Access to ships  Cyber Security Measures  

Security awareness training  Port personnel procedures  UAV’s / Drones considered  

Security organisation and Management  Ship personnel    

Berths (not covered by PFSP)  Cargo    

Document Check list 

Drawings of port boundary & narrative  

referencing use of TAPS II methodology 

 Lighting footprint  CCTV locations  

Aerial photos delineating port boundary  Photos of access points  Critical infrastructure  

  Photos of restricted areas  Photos of fencing  

Appended Adjacent users & Tenants list  Water assessment, charts, maps & photos    
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Annex  
1. List of Tenants and adjacent users 

2. Guidelines for the definition of port boundaries under Directive 2005/65/EC on enhancing port security 
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Annex 1. List of Tenants and adjacent users 

 

 

 

No. 
Organisation 

Name 

Involved in 

Maritime 

Transport 
Business Type 

Tenant Security Measures Direct contacts 

Alarm Fence CCTV 

Security 

Contract 

Security 

Procedures Contact Name Phone Number 
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No. 
Organisation 

Name 

Involved in 

Maritime 

Transport 
Business Type 

Tenant Security Measures Direct contacts 

Alarm Fence CCTV 

Security 

Contract 

Security 

Procedures Contact Name Phone Number 
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Annex 2.   Guidelines for the definition of port boundaries 
under Directive 2005/65/EC on enhancing port security 

Introduction 
The first report assessing the implementation of Directive 2005/65/EC - adopted in 2009 by the 

Commission5 - considered that a significant number of Member States faced difficulties to achieve 

the full practical implementation of the Directive, due by 15 June 2007. One of the main difficulties 

remained the definition of the boundaries of the port in terms of security. This difficulty was 

reflected in the variety of approaches adopted by Member States in determining the boundaries of 

the ports falling under the scope of the Directive. 

Following the conclusions of this report, the Commission entrusted its Joint Research Centre6 (JRC) 

to conduct a study with main focus on methodologies and technical means for efficient 

implementation of the Directive (Study on Technical Aspects of port Area Security – TAPS II). The 

definition of port boundaries is one of the core issues addressed in this study which identified the 

various relevant parameters (Section 2) and developed a methodology (Section 3) based on a 

systemic process for port boundaries definition. 

The definition of port boundaries is naturally linked to port security assessments and plans. In 

accordance with Article 10 of the Directive, Member States shall ensure that the port security 

assessments and the port security plans are reviewed at least once every five years. In the 

conclusion of its second report7 assessing the implementation of Directive 2005/65/EC, the 

Commission considers that the use of the methodology developed in the TAPS II study could be 

useful, where necessary, in order to redefine the perimeter of ports.  

These guidelines for the definition of port boundaries have been agreed by the Member States 

delegates within the MARSEC Committee. 

Parameters affecting port boundary definition (TAPS II study) 

Port cohesion elements 

As a real synergic system, the port cannot perform its functions without the contribution of a set of 

activities and/or services. The security of the port system depends on the vulnerability of each of its 

components, regardless their location. 

In terms of planning and implementing security measures, a port, as any other system or 

organisation, has much more control on its internal components than on the external systems/ 

services. 

Directive 2005/65/EC complements the security measures introduced by Regulation (EC) No 

725/2004 on enhancing ship and port facility security by expanding a security regime to the entire 

port and goes beyond the ship/port facility interface. There are some basic elements that glue 

                                                           
5
 COM(2009)2 final 

6
 DG JRC - Institute for the Protection and Security of the Citizen (IPSC) – Maritime Affairs Unit 

7
 COM(2013)792 final 
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together various areas, activities, installations, infrastructures or organisations in one entity which is 

commonly understood as a port. 

Before detailing any considerations on how and where to fix the port security boundaries, it is 

important to have a common approach as to when port or other facilities, terminals, installations, 

marinas etc. are part of a single port in terms of security requirements and when they are not. The 

factors that contribute to such a decision are common essential port element considered as 

cohesion elements. A non-exhaustive prioritised generic list of such cohesion elements would be: 

1. Common main port infrastructure like breakwaters, seawall etc.; 
2. Common essential port services such as  pilotage, towage, mooring, boatmen 

(commonly known as technical-nautical services); 
3. Common water zones, seaward and inland waterways and anchorages; 
4. Common inland access (road and railways) and networks; 
5. Common general port services like bunkering, water supply, waste reception, 

ship chandlers, repair & maintenance services, ICT support; 
6. Common emergency services and waterside traffic control systems (VTS), 

usually performed by a single entity for the entire port area;  
7. Common supporting services as shipping agents, freight forwarders, banks, 

insurance companies, private security companies, railway and bus operators 
etc. 

8. Other geographic, orographic, morphological aspects and port layout. 
 

Port or other facilities, installations, entities or areas sharing such elements participate, as a matter 

of fact, the same systemic entity (the port) and should be considered in the same port security 

assessment and plan. 

Such port cohesion elements can be identified and evaluated, for each specific case, at the very 

beginning of the Port Security Assessment - PSA8. 

Type of port facility, area or infrastructure 

The classification of ports can depend on several factors: freight type (passenger, ferry, bulk, oil, gas, 

container, poly-functional), geographical location, sea and land access, urban aspect or 

administration model. 

The definition of the port boundaries depends on the typology of the port as well as on the type of 

the terminals, infrastructure, and installations. Highly critical ports, terminals or port areas should 

imply: 

 A more complex approach in terms of developing the risk assessment, taking in due 
consideration all port characteristics, vulnerabilities and potential impacts inside 
and outside the port; 

 More effective security measures according to the three security levels; 

 Eventual inclusion of additional adjacent areas under the port security regime in 
order to enhance the port global security according to the PSA. 

                                                           
8
 Directive 2005/65/EC on enhancing port security, Art. 6. 
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Port size 

Regardless of their size, ports usually have the same structure and service typology. Small ports are 

not as complex as big ports; and even though the relations between the services, Public Authorities, 

stakeholders and hosting cities can be simpler, the port boundaries definition process does not differ 

significantly. Minor complexity can lead to easier solutions and can reduce the time necessary for 

the process of defining boundaries. 

Major ports have often a very complex layout where a variety of activities, industries, 

communications and urban areas coexist as a result of progressive development during decades or 

centuries. These are mostly multipurpose ports and can hardly be classified differently. This 

increases the complexity of the harbour layout and functions and of the interrelations between 

Authorities or other Entities. 

Administrative port boundaries 

The port, as an entity, is defined as the totality of elements and activities composing it, giving a 

complete description of its boundaries. A good starting point is to first consider the port's 

administrative limits and then evaluate if they are consistent with port security purposes for future 

planning. In most cases, the administrative limits define the ownership of the State or other Public 

entities, but have not been intended for security purposes. The definition of the port perimeter 

according to its main activities, services and purposes indicates an approach which is compatible 

with the port as a functional system. 

Cross vulnerability  

The vulnerability of port areas depends on their own security parameters as well as on the 

vulnerabilities of port areas and facilities they are adjacent or interacting with. Moreover, the 

vulnerability of the whole port is affected by the vulnerability of every single facility or port area. The 

presence of dangerous goods has to be carefully considered throughout the port and not only 

evaluated in a Port Facility Security Assessment - PFSA9. 

Port area permeability  

Potential attackers could find an easy gap in the port security system in an adjacent area to their 

final real target. Port areas having a high rate of permeability to external agents, even if they have 

not a high rate of intrinsic criticality, are a challenge for the entire port security system. 

Homogenous & continuous security measures 

Security should be homogenous and continuous to be effective. When some areas are protected and 

others are totally open and unprotected, the latter are the weakest link and can affect the security 

of the entire port. Zones/ areas inside the port security boundaries may be included for the sake of 

continuity. 

                                                           
9
 Regulation (EC) No 725/2004 on enhancing ship and port facility security – Annex II (International Code for 

the security of ships and of port facility – ISPS code), Section A/15. 
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Port area clusters  

According to Annex II of the Directive, not all port areas require the same preventive measures and 

have the same access requirements. Clusters of port areas can be defined in order to apply 

homogenous security measures. 

Security levels 10 

The port security plan (PSP11) provides security measures to be enforced according to 3 security 

levels. For some areas access control or security requirements should enter into force only at 

security level 2 or 3. Many areas can be totally open according to their access requirements or port 

layout as being urban areas or public infrastructures and they do not need to be closed at security 

level 1. However, these areas should be included in the port security boundaries in order to be able 

to apply access restrictions when needed. 

Additional remarks 

Before tackling the main issue of this section, below are some remarks and observations. 

Water port access / area 

Article 3 (1) of Directive 2005/65/EC states that “port” means any specified area of land 

and water, with boundaries defined by the Member State in which the port is situated, 

containing works and equipment designed to facilitate commercial maritime transport 

operations. The words "land" and "water" have to be carefully taken into consideration. If 

the Port Facility Security Plan - PFSP12 primarily considers the land boundaries, then the 

PSP should equally consider the water area to be of an added value for the security of port 

facilities. 

Water area provides common sea (river/canal) access to port facilities and other port areas 

contributing significantly in the integration of the entire port system. Water area is a very 

strong cohesive element which should be taken into high consideration when defining port 

boundaries. 

Port security sectors 

Port areas can be often divided in quite homogenous sectors. In some ports, the existence 

of a group of adjacent port facilities (PFs) allows the creation of a conveniently fenced and 

closed secure sector that includes more than one PF and can be entered through one or 

more gates. 

It is possible to define homogenous areas where access control can be applied or, if not, 

where other homogenous security measures can be implemented. That is to say that it is 

possible to define clusters of similar areas as far as access requirements, risk assessment 

and other involved parameters are concerned. 

                                                           
10

 Directive 2005/65/EC on enhancing port security, Art. 8. 
11 

 Directive 2005/65/EC on enhancing port security, Art. 7. 
12

 Regulation (EC) No 725/2004 on enhancing ship and port facility security – Annex II (International Code for 
the security of ships and of port facility – ISPS code), Section A/16. 
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TAPS II methodology 

The proposed methodology is the result of a systemic approach where the port is 

considered as one complex entity whose security or vulnerability depends on all its 

components. It should be applied to all relevant ports under Directive 2005/65/EC13. 

The methodology consists of 2 fundamental checks/ controls described in the 2 loops in 

Figure 1. The first defines which port facilities and other elements are to be considered as a 

part of the same port, while the second defines the effective port security boundaries 

through security analysis. 

The first step of the process is to check if the port, as defined initially, e.g. considering the 

port administrative boundaries, is effectively a stand-alone port or if it must include 

additional port facilities. The criterion is sharing one or more essential port elements (or 

port cohesion elements, as outlined in section 0) with one or more other port facilities. If 

two or more port facilities share water access, inland access and other essential services, 

they are likely to be part of the same port. On the contrary, if a port facility is isolated, with 

none of its essential elements being common to any other port facility, then this first loop 

can be avoided. 

After deciding which port facilities are to be included in the port, the process continues 

with the second loop to define the port security boundaries. To fulfill the role of port 

security boundaries, the port reference boundaries (in most cases, administrative) are 

considered and then - if necessary – they are modified as required. An iterative process is 

used to consider the port layout and area clustering, along with the vulnerabilities, cross 

vulnerabilities and impacts analysis. Following the process, additional areas can be 

included or not within the port security boundaries. It must be noted that the inclusion of 

certain areas within the port security boundaries does not imply their protection or the 

application of access restrictions. This can be part of the port security plan and can vary 

according to the security level considered. 

                                                           
13

 Ports in which one or more port facilities are covered by an approved port facility security plan pursuant to 
Regulation (EC) No 725/2004 – see Directive 2005/65/EC - Article 2(2). 
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Figure 1: Port security boundary definition process flow-chart 

Each of the above steps is further explained in the following subsections: 
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Port constitutive elements & reference boundaries 

The first step consists of the identification of all the essential elements of the port by listing 

all port facilities including marinas, fishing ports and any other facility, coast/location with 

port functionality within a region where interactions could be expected.  

Table 1 in its first column shows all essential port elements considered as port cohesion 

elements, mapped against each of the port facilities listed. Typically, such elements include 

water zones, sea access, land access, essential infrastructure and services. The scope is to 

identify the relation and the interdependencies in order to verify if those port facilities are 

part or the same port. 

Table 1 provides an example, Port A, for which the security boundaries are to be 

established could potentially have common elements with port facilities PF 1, PF 2, PF 3 

and PF 4. All these entities are placed in the column headers, while the port cohesion 

elements are in the line headers. All essential / cohesion elements of Port A are identified 

in the 2nd column. For each of the port facilities listed in the remaining column headers it 

is considered if they share the Port A’s essential / cohesion elements. Accordingly, each of 

the cells of the table is filled with one of the following marks: 

FS   Share fully, if the element of cohesion is, at a great extent, shared with Port A 
PS    Share partially, if the element of cohesion is only marginally shared with Port A 
--   No sharing, if the element of cohesion is not shared at all with Port A 

The color of the PF xx column should be an indication as to if PF xx should be considered or 

not within the Port A. For example, according to Table 1, PF 1 should clearly be part of Port 

A, PF 2 should also be included, whereas PF 3 and PF 4 are not. 

If Port A includes PF 1 and PF 2 the boundaries14 of PF 1 + PF 2 + relevant areas of 

essential/cohesion port elements constitute the port reference boundaries--starting point 

for the subsequent analysis.  

Table 1:  Example of mapping of the essential port constitutive elements between the 
target port and neighbouring port facilities15  

Cohesion Elements Port A : Identification  PF 1 PF 2 PF 3 PF 4 

Main infrastructure Breakwater, dockside FS PS PS -- 

Essential services Pilotage, towage, mooring, boatmen PS PS PS PS 

Water zones Corridor as per map, anchorages FS PS -- -- 

Inland access Access to national highway PS PS -- -- 

General services Bunkering, supplies, waste reception PS PS -- -- 

Emergency services ….. FS FS FS FS 

Supporting services …. PS PS PS PS 

                                                           
14

 Usually the administrative or the property and boundaries and the boundaries of the associated water 
zones. 
15

 For the purposes of this table, port facilities include also marinas, fishing ports and other facilities with port 
functionality. 
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Other …… PS PS PS PS 

 

Identification of port assets and infrastructures 

In order to define the final port security boundaries, after considering the reference 

boundaries, common port essential elements and port facilities including marinas, fishing 

pears and shipyards, other elements (areas, assets and infrastructure) should be identified 

for security reasons. These elements are not necessarily port areas. 

Areas to be protected can be also outside the reference port boundaries (e.g. power supply 

or water, physical and cyber-based essential systems, emergency services, etc.). Areas 

hosting such important elements have to be included in the PSP even if they are 

disconnected, i.e. physically outside the port. 

All these areas/ elements have to be identified and marked on the port plan or map in 

order to proceed with the third step which concerns the port layout. 

Verifying the port layout 

After defining essential port assets and infrastructure, the evaluation of the port layout is 

an important stage to verify the resulting port security boundaries. Port security limits 

should, ideally, contain all port facilities, all essential port elements, assets and 

infrastructure. However, in order to fulfill their security role, they must also be practical 

and manageable16. 

As a logical consequence of the port layout evaluation and depending on the location of 

facilities and relevant areas, it is possible to verify potential crossed vulnerability relations 

between port portions. In this case, an appropriate evaluation should verify the 

opportunity to include additional areas which could affect the security of the port. A 

relevant example is that of connected water zones: sometimes it is impossible to reach a 

very well confined port facility from the landside, while it could be simple to do so from the 

water. The inclusion of port water areas has to be carefully considered not only according 

to the specific facilities they are related to, but also following another logical procedure: 

waters inside the same seaside protective structures have a strong cohesion. The same 

concept applies to anchorages or waterways. It is also important to stress that marine 

traffic monitoring systems, useful and used not only for safety reasons but also for 

security purposes, are managed by the Authorities for the entire port area. This can be 

considered as an additional cohesion element. 

Another circumstance is the existence of urban or other totally open areas, very close to 

port facilities or to other sensitive inland or water areas. Port areas, especially obsolete or 

abandoned facilities, converted to recreational centers, museums, cinemas, recreational 

activities, shops or supermarkets, which are not intended to perform a “port function” 

anymore, could be excluded from port security boundaries. 

                                                           
16

 For example, fragmented boundaries are difficult to manage and should, in general, be avoided. 
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If an area is completely or partially excluded from the port security boundaries, this cannot 

affect its safety or security. Member States have to guarantee that equivalent controls and 

security measures are applied in such areas to ensure that they are at least as effective as 

those prescribed for similar areas outside the port. 

In the end of the process, due to identified crossed vulnerabilities or the port layout, extra 

areas have to be included inside port borders even if they are not directly related to the 

port activities. This can also be due to the need to take into account the orography, road 

network or port infrastructure. 

Those additional areas are listed in Table 2. The first and second columns identify and 

organize the elements, while the third prioritize their inclusion within the port security 

boundaries. Accordingly, each of the cells of the 3rd column is filled with one of the 

following marks: 

1    Priority 1: to be included 

2     Priority 2: to be considered 

3    Not to be included 

Areas not considered in this process will be out of the application of any security measures 

and will not contribute to the security of the port at all. 

Table 2: Additional areas / assets / infrastructure, potentially included within the port 
security boundaries 

Area classification Additional elements  Priority 

A 1 (non-operational) Power supply, sector 1 1 

A 2 (non-operational) Industrial area, sector 2 2 

A 3 (public)  Restaurants, shops and pubs, sector 3 3 

A 4 (public)  Parking, sector 4 1 

A 4 (public)  Railways station,  sector 3 2 

A 5 ….. ….. …… …. 

 

Port typology, size and area clustering 

The port typology, PF type, categories of traffic and activities performed within the port 

borders, are other parameters to be considered when assigning the priorities. Railways and 

rail accesses will necessarily have an impact on a container port, while pipelines and other 

similar devices will characterise an oil port.  

A careful consideration should be given to the presence (permanent or occasional) of 

dangerous goods or hazardous materials, not only for maintaining an acceptable security 

level, but also for evaluating and containing the potential negative effects of a security 

incident. In case of high-risk facilities, the necessity to have a more effective “double 

barrier” can result in the inclusion of additional inland or water zones in the port area 
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according to PSA.  

 

The systemic approach calls for the inclusion within the security port boundaries of all the 

areas that have a significant role in the economy of the port or where important assets are 

located. Different areas may have different access requirements. Many of them can be 

totally open to the public, at least at security level 1. 

Permeability to external agents has to be considered under a more complex point of view 

and be compared with access needs and access restrictions17. Interaction of non-

homogenous activities inside an area or a system could amplify risks. Inside the port area, 

as far as access control is concerned, clusters of homogenous areas need to be identified.  

Clustering similar areas (with analogous security requirements) has obvious scale effects. 

Table 3 shows an example of possible homogenous areas and applied security measures. 

Table 3: Port security area clustering 

Port Security 

Clusters 
Areas 

Access 

requirements 

Access control 

Level #1 

Access control 

Level #2 

Access control 

Level #3 

Other security 

measures 

CL #1 
PF1,  PF2  

PF3 

    Access reserved 
    to authorised    
    personnel  
    (permanent,  
    trusted,  
    occasional) 

    Access control: 
    Procedures; 
    Technical means  
    On car, trucks &   
    pedestrians; 

 Etc. 

    Access control: 
    Procedures; 
    Technical means  
    On car, trucks &  
     pedestrians; 
     Etc. 

   Procedures; 

   Technical means  

   On car, trucks &  

   pedestrians; 

   Etc. 

    Video surveillance  

  (SL 1-3); 

    Patrolling (SL 2-3) 

CL #2 
   Public area    
    sector 1 

   Open for public 
   use (unlimited,   
    non-identified) 

    No access control; 
 

    No access control; 
 

   Access control: 
   Procedures; 
   Technical means  
   On car, trucks &  
    pedestrians;  
    etc. 

    Signage; 
    Public awareness; 
    Other security  
    measures 
    patrolling (SL 3) 

CL #3 
….. 

….. 

….. 

….. 

….. 

….. 

….. 

….. 

….. 

….. 

….. 

….. 

 

In addition, the relevant port security objects can be classified in clusters according to the 

expected effects of a potential incident, thus the following categories can be identified: 

Cat. A: objects whose intentional disturbance would cause many victims, disturbance 
of national economy, considerable damage to the environment and a shock to the 
society; 

Cat. B: objects whose intentional disturbance would cause some victims, disturbance 
of regional economy, substantial damage to the environment; 

 Cat. C: objects whose intentional disturbance would cause no such damage as 
specified for cat. A-B. 

Such clusters can be useful while deciding which security measures have to be applied to 

port areas. They will be the result of a complex assessment which has to include, among 

                                                           
17

 TAPS II study, section 4.8 – table 4. 
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other factors, a crossed evaluation of access requirements and of the most probable 

consequences of potential incidents. 

 

 

 


